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Abstract. Analyzing	students'	opinions	about	classes,	 instructors,	and	the	
overall	 learning	environment	enables	institutions	to	understand	students’	
needs	 and	 propose	 improvements	 to	 enhance	 the	 learning	 process.	
Furthermore,	analyzing	opinions	at	aspect-level	allows	a	detailed	analysis	
and	helps	to	identify	the	relevant	aspects	that	require	attention	to	enrich	the	
students'	experience.	Currently,	opinion	analysis	systems	implement	deep	
learning	models	to	increase	precision.	However,	these	models	can	be	misled	
by	strategically	modified	inputs,	known	as	adversarial	examples,	producing	
incorrect	classifications.	In	this	work,	we	analyze	adversarial	examples	and	
their	behavior	in	aspect-level	sentiment	analysis	models	to	design	aspect-
aware	modifications.	Specifically,	we	define	a	model	for	generating	aspect-
level	 adversarial	 examples	 that	 modify	 inputs	 by	 targeting	 aspect–term	
relationships.	 The	 proposed	 model	 reduces	 accuracy	 by	 20.90%,	
highlighting	 vulnerabilities	 in	 aspect-level	models,	where	 even	 small	 and	
targeted	changes	can	degrade	performance,	providing	a	foundation	for	the	
development	of	defense	mechanisms	to	ensure	reliable	predictions.	

Keywords: Adversarial	 attacks,	 Vulnerabilities,	 Aspect-based,	 Sentiment	
analysis. 

1				Introduction	

Student	opinion	analysis	concerns	the	use	of	sentiment	analysis	techniques	in	the	
education	field	to	extract	and	analyze	students'	opinions	from	interactive	learning	
environments,	 institutional	 digital	 media,	 or	 school	 administrative	 systems1.	
Through	these	opinions,	students	can	express	difficulties	understanding,	 issues	
with	a	professor's	teaching	style,	or	other	aspects	of	their	educational	experience	
[1].		
Several	 works	 [2–8]	 have	 analyzed	 student	 opinions	 considering	 digital	

systems	 such	 as	 response	 systems,	 clickers,	 SMS	 or	 forums	 in	 learning	
 

 
1	https://educationaldatamining.org/ 
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management	systems.	Nowadays,	the	increasing	adoption	of	digital	platforms	for	
collecting	 student	 feedback	 has	 led	 to	 a	 substantial	 growth	 in	 the	 volume	 of	
available	 opinions.	 Consequently,	 the	 volume	 of	 students'	 comments	 has	
increased	 considerably,	 necessitating	 automated	 tools	 for	 extracting	 and	
analyzing	opinions.	
Sentiment	 analysis	 systems	 are	 an	 important	 tool	 to	 analyze	 opinions	 and	

provide	 summarized	 information	 concerning	 the	 experiences,	 positive	 or	
negative,	 that	 users	 have	 had	 about	 a	 product,	 service,	 or	 topic	 of	 interest.	
Sentiment	 analysis	 (SA)	 uses	 text	 analysis	 and	machine-learning	 techniques	 to	
automatically	extract	and	process	opinions	[8].	In	the	education	field,	analyzing	
students'	opinions	collected	 from	learning	environments,	assisted	collaborative	
learning,	 institutional	 digital	 media,	 or	 school	 administrative	 systems	 enables	
institutions	 to	 track	 students’	 learning	 behavior,	 progression,	 and	 overall	
experience,	thus	enhancing	the	learning	process	according	to	students'	needs	[1].	
Figure	1	illustrates	the	overall	functioning	of	a	sentiment	analysis	system	within	
the	educational	field.	
 

 
Fig.	1.  A	general	methodology	of	a	sentiment	analysis	system	within	the	educational	field. 

According	 to	 information	 needs,	 sentiment	 analysis	 can	 be	 performed	 at	
different	granularity	levels:	i)	document,	ii)	sentence,	or	iii)	aspect2.	The	analysis	
at	the	document-level	refers	to	the	positive	or	negative	classification	of	a	full	text	
[9],	while	at	analysis	sentence-level	the	objective	is	to	analyze	each	sentence	in	a	
text	to	classify	them	[10].	Finally,	aspect-level	analysis	(or	aspect-based	sentiment	
analysis,	ABSA)	seeks	to	independently	determine	the	opinion	expressed	for	each	
aspect	mentioned	in	an	opinion	[11].	In	many	cases,	the	analysis	at	the	document	
or	sentence-level	does	not	provide	specific	details	about	aspects.	For	example,	a	
negative	document	about	an	entity	does	not	mean	the	user	has	negative	opinions	
about	all	aspects	of	that	entity	[12];	given	this,	it	is	necessary	to	work	at	a	lower	
granularity.	 	 This	 level	 of	 granularity	 is	 particularly	 relevant	 in	 educational	

 
2 The	term	“aspect”	is	used	to	name	components,	characteristics	or	attributes	of	a	
product,	service	or	entity. 
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settings,	where	different	components	of	the	learning	experience,	such	as	teaching	
quality,	course	content,	or	evaluation	methods,	must	be	evaluated	independently.	
Figure	 2	 illustrates	 the	 differences	when	 performing	 the	 sentiment	 analysis	 at	
sentence-level	and	aspect-level.	

 

Fig.	2.  Aspect-based	sentiment	analysis.	In	bold	are	indicated	the	evaluated	aspects.	

Aspect-level	analysis,	being	a	detailed	task,	requires	methods	that	accurately	
identify	the	opinion	expressed	to	each	evaluated	aspect.	The	use	of	deep	learning	
(DL)	 models	 to	 address	 aspect-level	 analysis	 has	 become	 widespread.	 These	
models	have	demonstrated	strong	performance	across	a	wide	range	of	tasks.	In	
aspect-level	analysis,	 they	enable	more	accurate	analysis	by	capturing	complex	
semantic	 relationships	within	 text,	 supporting	more	 informed	decision-making	
processes.	

Despite	their	success,	it	has	been	demonstrated	that	DL	models	can	be	fooled	
by	 small	 modifications	 to	 the	 input	 data,	 causing	 incorrect	 results	 [13,	 14].		
Szegedy	et	al.	[13]	evaluated	state-of-the-art	deep	neural	network	(DNN)	models	
for	image	classification	by	making	minor	pixel-level	modifications	to	inputs	and	
showed	 that	 these	 modifications	 can	 lead	 to	 misclassifications	 with	 high	
probability,	 even	 though	 people	 could	 not	 identify	 any	 change.	 The	 resulting	
images,	 after	 performing	 modifications,	 were	 denominated	 as	 adversarial	
examples,	a	term	that	has	since	been	used	to	describe	intentional	modifications	
applied	to	input	data	to	mislead	deep	learning	models	[46].	

Extending	the	adversarial	example	concept	to	text-based	tasks,	Jia	and	Liang	
[15]	explored	adversarial	example	design	for	evaluating	DNN	models	in	NLP.	In	
their	work,	 they	experimented	by	 inserting	 text	 fragments	at	 the	end	of	 inputs	
without	changing	the	original	text	and	showed	that	DNN-based	text	models	can	be	
misled	by	such	perturbations.	Since	then,	subsequent	works	on	text-based	tasks	
[16–18]	have	demonstrated	that	models	can	be	 fooled	by	modifying	text	at	 the	
character,	term,	or	sentence	level	by	adding,	deleting,	substituting,	or	swapping	
text	components.	
In	 sentiment	 analysis,	 adversarial	 perturbations	 can	 alter	 correct	

classifications,	 leading	 models	 to	 assign	 incorrect	 sentiment	 labels	 despite	
minimal	changes	 in	 the	 input.	Such	behavior	affects	 the	reliability	of	sentiment	
analysis	models,	particularly	when	results	are	used	to	support	decision-making	
processes.	In	educational	contexts,	 incorrect	sentiment	classifications	may	alter	
students’	 interpretations	of	 specific	 aspects	of	 the	 learning	experience,	 such	as	
teaching	 quality	 or	 course	 content.	 Table	 1	 illustrates	 this	 effect:	 a	 minimal	
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modification	at	the	term	level	changes	the	predicted	sentiment	while	preserving	
the	overall	structure	of	the	original	input.		

Table	1.  Adversarial	examples	with	a	synonym	term	modification.	In	the	opinion	column,	
the	 original	 represents	 the	 input	 without	 modifications	 and	 changes	 the	 generated	
adversarial	example.	The	modified	term	is	indicated	in	bold	within	the	student	opinion. 

Opinion	 Student	opinion	 Sentiment	

Original I	like	that	my	teacher	pay	attention	to	when	we	
are	not	emotionally	and	ready	to	learn	 Positive	

Change 
I	dislike	that	my	teacher	pay	attention	to	
when	we	are	not	emotionally	and	ready	to	
learn	

Negative	

 
Previous	adversarial	example	works	in	sentiment	analysis	[16,	17,	19,	20]	have	

proven	to	effectively	fool	models	via	adversarial	examples.	However,	these	works	
have	mainly	focused	on	document-level	sentiment	analysis	and	have	not	explicitly	
addressed	aspect-level	behavior.	Recently,	Ekbal	et	al.	[21]	proposed	a	method	to	
generate	 adversarial	 examples	 for	 aspect-level	 sentiment	 analysis,	 integrating	
specific	 aspect-level	 characteristics	 to	 preserve	 semantics.	 However,	 this	
approach	assumes	that	only	one	aspect	is	evaluated	in	an	opinion,	which	is	not	
necessarily	 true	 (see	 Figure	 2).	 This	 assumption	 limits	 its	 applicability	 in	
scenarios	where	multiple	aspects	are	present	within	a	single	opinion,	particularly	
in	educational	contexts,	where	different	components	of	the	learning	experience	
are	expressed	simultaneously	and	must	be	interpreted	independently.	

To	generate	effective	adversarial	examples,	modifications	must	consider	the	
characteristics	of	the	task,	focusing	on	the	terms	that	determine	how	the	input	is	
interpreted.	In	our	work,	by	studying	aspect-level	sentiment	analysis,	we	consider	
that	modifications	must	be	oriented	according	to	the	evaluated	aspects.	As	shown	
in	Table	1,	each	aspect	within	an	opinion	 is	directly	 related	 to	specific	opinion	
terms,	 and	 identifying	 this	 aspect–term	 relationship	 is	 necessary	 to	 correctly	
determine	the	sentiment.	Therefore,	to	perform	input	modifications	and	generate	
adversarial	 examples	 at	 the	 aspect-level,	 this	 relationship	 must	 be	 explicitly	
considered,	 and	 modifications	 should	 target	 these	 terms	 to	 alter	 the	 aspect’s	
sentiment	classification.	
In	this	work,	we	propose	a	model	for	generating	adversarial	examples	oriented	

to	 aspect-level	 analysis	 that	 considers	 task	 characteristics	 to	 perform	 input	
modifications.	Based	on	this	model,	we	define	an	adversarial	attack	specifically	
oriented	 toward	 aspect-based	 sentiment	 analysis	 that	 identifies	 and	 modifies	
terms	directly	related	to	the	evaluated	aspects.	We	evaluate	our	adversarial	attack	
against	document-level	strategies	previously	applied	to	sentiment	analysis,	which	
have	proven	effective	at	misleading	DL	models.	The	obtained	results	show	that	the	
proposed	attack	achieves	a	12.8%	greater	reduction	in	model	accuracy	compared	
to	document-level	adversarial	attacks,	while	maintaining	a	semantic	similarity	of	
99%	between	the	original	inputs	and	their	adversarial	examples.	Additionally,	the	
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proposed	attack	demonstrates	transferability	across	contexts,	as	it	is	evaluated	on	
different	domain	datasets	while	maintaining	its	effect	on	model	results.	
Since	 student	 opinions	 often	 involve	 sensitive	 information,	 access	 to	 real	

educational	datasets	is	limited.	Therefore,	in	this	work,	we	evaluate	using	publicly	
available	 datasets	 that	 provide	 aspect-level	 annotations	 and	 sentiment	 labels,	
such	as	SemEval	2016.	The	results	show	that	aligned	perturbations	can	alter	the	
interpretation	 of	 opinions	 by	 the	 model.	 In	 educational	 contexts,	 such	
modifications	may	lead	to	changes	in	how	students’	opinions	about	their	learning	
environment.	 Although	 the	 dataset	 used	 is	 not	 in	 the	 educational	 domain,	 the	
proposed	model	captures	task-specific	behavior,	enabling	its	application	to	other	
domains.		
Summarizing,	the	main	contributions	of	this	work	are:	
• A	model	for	generating	aspect-based	adversarial	examples	that	enables	

the	 analysis	 of	 sentiment	 analysis	 systems	 by	 considering	 aspect-term	
relations.	

• A	 strategy	 for	 deploying	 an	 adversarial	 attack	 suited	 to	 aspect-based	
sentiment	analysis	to	correctly	handle	aspect-term	relations.		

• An	 adversarial	 attack	 that	 preserves	 semantic	 similarity	 and	 input	
readability	while	applying	a	reduced	number	of	modifications.	

• An	adversarial	attack	that	demonstrates	transferability	across	different	
datasets,	maintaining	its	impact	on	model	performance	while	preserving	
semantic	consistency.	

	
Together,	 these	 contributions	 enable	 evaluation	 of	 aspect-level	 sentiment	

analysis	 models	 under	 controlled	 input	 modifications,	 thereby	 assessing	 their	
robustness	to	task-specific	perturbations.	Furthermore,	they	provide	a	basis	for	
identifying	vulnerabilities	and	support	the	development	of	defenses	to	mitigate	
the	effects	of	adversarial	examples	and	improve	model	reliability.	
The	remainder	of	this	paper	is	organized	as	follows.	Section	2	reviews	related	

work,	including	sentiment	analysis	in	education,	adversarial	attacks	in	NLP	and	
sentiment	 analysis,	 and	 discusses	 the	 limitations	 of	 existing	 approaches	 for	
aspect-based	 sentiment	 analysis.	 Section	 3	 presents	 the	 proposed	 model	 for	
aspect-based	adversarial	examples.	Section	4	describes	the	experimental	setup	to	
evaluate	 the	 proposed	 adversarial	 model	 and	 attack.	 Section	 5	 presents	 the	
experimental	results	and	discusses	their	implications	for	real-world	deployments.	
Finally,	Section	6	concludes	the	paper.	

2				Related	Work	

2.1	Sentiment	Analysis	in	Educational	Contexts	

Sentiment	analysis	has	been	adopted	in	educational	settings	to	analyze	student	
feedback	 and	 support	 decision-making	 processes.	 Educational	 institutions	
increasingly	 rely	 on	 digital	 platforms,	 such	 as	 learning	 management	 systems,	
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forums,	 and	 social	 media,	 where	 students	 express	 their	 opinions	 regarding	
teaching	 practices,	 course	 content,	 and	 overall	 learning	 experiences	 [31–33].	
These	opinions	are	no	longer	merely	descriptive	but	are	operationalized	to	inform	
pedagogical	 improvement	 or	 institutional	 evaluation,	 making	 their	 accurate	
interpretation	critical	for	effective	decision-making.	
Prior	 work	 has	 shown	 that	 analyzing	 student	 feedback	 enables	 the	

identification	of	strengths	and	weaknesses	in	teaching	quality	and	course	design	
[31,	32].	In	particular,	open-ended	responses	provide	richer	insights	compared	to	
structured	questionnaires,	allowing	students	to	express	nuanced	perceptions	of	
their	 educational	 experience	 [32].	 As	 a	 result,	 automated	 sentiment	 analysis	
systems	 have	 become	 essential	 tools	 for	 processing	 large	 volumes	 of	 student-
generated	content,	reducing	human	bias	and	enabling	scalable	analysis	[12].	
Recent	 studies	 have	 explored	 the	 use	 of	 sentiment	 analysis	 across	 diverse	

educational	 environments,	 including	 MOOCs,	 e-learning	 platforms,	 and	 social	
media	 [37–45].	 These	 approaches	 demonstrate	 the	 potential	 of	 automated	
systems	 to	 extract	 meaningful	 insights	 from	 student	 feedback.	 However,	 they	
implicitly	assume	that	the	input	data	accurately	reflects	genuine	student	opinions,	
overlooking	potential	 vulnerabilities	 that	may	distort	 this	 information,	 such	 as	
adversarial	examples,	which	introduce	subtle	modifications	that	can	alter	model	
predictions	without	changing	the	perceived	meaning	of	the	input.	

2.2	Adversarial	Attacks	in	NLP	Sentiment	Analysis	

Deep	 learning	 models	 have	 significantly	 improved	 sentiment	 analysis	
performance	 by	 capturing	 complex	 linguistic	 patterns	 and	 contextual	
dependencies	 [26-28].	 These	 models	 are	 now	 commonly	 used	 in	 educational	
applications	due	 to	 their	ability	 to	process	 large-scale	 textual	data	and	provide	
fine-grained	analysis.	Despite	their	effectiveness,	these	models	have	been	shown	
to	 be	 vulnerable	 to	 adversarial	 examples:	 carefully	 crafted	 inputs	 that	 elicit	
incorrect	predictions	while	preserving	semantic	plausibility	[13,	14].	
Formally,	adversarial	examples	are	modified	inputs	designed	to	alter	a	model's	

prediction	while	preserving	the	original	input's	semantics	and	meaning.	Given	an	
input	𝑥	with	a	true	label	𝑦,	an	adversarial	example	𝑥!	is	constructed	by	applying	a	
minimal	perturbation	𝑛,	such	that	𝑥! = 𝑥 + 𝑛,	to	change	the	model	classification,	
i.e.	, 𝑓(𝑥′) 	≠ 	𝑦:	
 

𝑓(𝑥) 	= 	𝑦, 𝑥	 ⋲ 	𝑋,	
𝑥′	 = 	𝑥	 + 	𝑛, 𝑓(𝑥′) 	≠ 	𝑦	
𝑓(𝑥′) 	= 	𝑦′, 𝑦′	 ≠ 	𝑦	

(1)	

	
where	𝑛	 represents	 the	worst-case	 constrained	 perturbation	 applied	 to	 the	

input.		
In	 the	 context	 of	 text-based	 tasks,	 adversarial	 attacks	 operate	 under	 the	

constraint	 of	 discrete	 input	 spaces,	 making	 the	 generation	 of	 imperceptible	
modifications	 particularly	 challenging.	 Existing	 approaches	 address	 this	
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limitation	 through	 strategies	 such	 as	 synonym	 substitution,	 character-level	
perturbations,	 paraphrasing,	 and	 insertion	 of	 distractor	 text	 [15–18].	 These	
methods	aim	to	alter	model	predictions	while	maintaining	semantic	similarity	and	
syntactic	correctness.	
The	principal	objective	of	 sentiment	analysis	models	 is	 to	 identify	 the	set	of	

terms	 that	most	 strongly	 determine	 sentiment	 (positive,	 negative,	 or	 neutral),	
enabling	the	classification	of	an	opinion.	These	terms,	often	referred	to	as	valuable	
words,	play	a	crucial	role	in	the	final	prediction	[53,	54].	Recent	research	focuses	
on	accurately	identifying	such	terms	and	leveraging	them	to	generate	adversarial	
examples	[55].	For	 instance,	TextFool	 [54]	 identifies	 influential	 terms	based	on	
gradient	 information	 and	 applies	 targeted	 modifications,	 while	 DeepWordBug	
[51]	introduces	character-level	perturbations	in	a	black-box	setting.	TextBugger	
[17]	and	related	methods	incorporate	multiple	similarity	constraints	to	preserve	
semantic	 consistency	 during	 adversarial	 example	 generation.	 Additionally,	
population-based	 optimization	 approaches	 generate	 semantically	 coherent	
adversarial	 examples	 by	 selecting	 synonyms	 and	 applying	 contextual	 filtering	
[18].	
Although	these	methods	demonstrate	 the	vulnerability	of	sentiment	analysis	

models,	they	primarily	operate	at	the	document	or	sentence	level,	applying	global	
perturbation	strategies	without	considering	task-specific	structures.	As	a	result,	
modifications	 are	 often	 distributed	 across	 the	 input	 text,	 without	 explicitly	
targeting	the	components	that	determine	fine-grained	sentiment	interpretation.	

2.3	Limitations	on	Adversarial	Attacks	on	Aspect-Based	Sentiment	Analysis	

Aspect-based	sentiment	analysis	introduces	an	additional	level	of	complexity	by	
requiring	the	identification	of	sentiment	for	individual	aspects	within	a	text	[22–
24].	This	level	of	granularity	is	relevant	in	educational	contexts,	where	multiple	
aspects	of	the	learning	experience,	such	as	teaching	quality,	course	organization,	
or	assessment	methods,	are	simultaneously	expressed	within	a	single	opinion.	
Most	 adversarial	 attack	 strategies	 have	 not	 been	 designed	 to	 account	 for	

aspect-level	 dependencies.	 Existing	 approaches	 typically	 apply	 modifications	
globally,	without	 explicitly	modeling	 the	 relationship	 between	 aspects	 and	 the	
terms	 that	 determine	 their	 sentiment	 polarity.	 This	 limitation	 reduces	 the	
effectiveness	 of	 adversarial	 perturbations	 and	 may	 lead	 to	 unnecessary	
modifications	that	affect	text	readability	and	semantic	coherence.	
Given	 these	 limitations,	 Table	 2	 presents	 a	 comparative	 analysis	 of	

representative	adversarial	attack	approaches	for	sentiment	analysis,	organized	by	
key	 dimensions	 of	 the	 threat	model,	 including	model	 knowledge,	 perturbation	
granularity,	modification	strategy,	and	evaluation	criteria.	
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Table	 2.	 	 Comparative	 analysis	 of	 adversarial	 attack	 strategies	 for	 sentiment	 analysis	
models. 
 

Work Model	
Knowledge	 Granularity	 Strategy	 Target	Model	 Evaluation	

Metric	
Aspect-
Aware	

[49] White-box	 Character,	
Sentence	 Edit	 CNN	 Model		

Robustness	 No	

[17] White-box	 Character,		
Term	 Edit	 LSTM,	

CNN	 Success	rate	 No	

[16] White-box	 Term	 Edit	 CNN	 Success	rate	 No	

[18] Black-box	 Term	 Edit	 LSTM	 Success	rate	 No	

[50] Black-box	 Term	 Paraphrase	
BIDAG,	
Visual7W,	
fastText	

Success	rate	 No	

[51] Black-box	 Character,		
Term	 Hybrid	 CNN,	

LSTM	
Model		

Robustness	 No	

[52] Black-box	 Term,		
Sentence	 Hybrid	 CNN,	LSTM,		

BERT	
Model		

Robustness	 No	

[19] Grey-box	 Term	 Edit	 LSTM	 Model		
Robustness	 No	

[21] Black-box	 Term	 Edit	 ABSA	Models	 Model		
Robustness	 Partial	

This 
work 	

Term	
(aspect-
ligned)	

Edit	
(semantic-
aware)	

CNN-ABSA	 Model		
Robustness	 Yes	

	
As	observed,	most	existing	adversarial	approaches	do	not	consider	aspect	level	

characteristics	 when	 designing	 perturbations,	 instead	 applying	 general	
modification	strategies	 that	do	not	explicitly	consider	 the	structure	of	 the	 task.	
These	 methods	 do	 not	 model	 the	 relationship	 between	 aspects	 and	 their	
associated	opinion	terms,	which	is	essential	for	fine-grained	sentiment	analysis.	A	
recent	effort	by	Ekbal	et	al.	[21]	introduced	an	aspect-level	adversarial	attack	that	
preserves	aspect	terms	while	modifying	the	surrounding	content.	Although	this	
approach	 improves	 semantic	 consistency,	 it	 assumes	 that	 each	 opinion	 has	 a	
single	 aspect,	 which	 does	 not	 reflect	 real-world	 scenarios	 in	 which	 multiple	
aspects	coexist.	
The	 lack	 of	 explicit	 modeling	 of	 aspect–term	 relationships	 remain	 a	 key	

limitation	in	current	adversarial	approaches,	highlighting	that	existing	methods	
do	 not	 fully	 capture	 the	 complexity	 of	 aspect-level	 sentiment	 analysis.	 This	
observation	reveals	a	critical	gap:	current	adversarial	strategies	lack	task-aware	
methods	that	align	perturbations	with	aspect-level	semantic	dependencies.		

2.4	Task-Aware	Adversarial	Generation	

The	limitation	identified	in	prior	work	suggests	that	effective	adversarial	example	
generation	 for	 aspect-based	 sentiment	 analysis	 requires	 incorporating	 task-
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specific	 semantic	 structures,	 particularly	 the	 relationship	 between	 aspects	 and	
their	 associated	 opinion	 terms.	 Rather	 than	 applying	 global	 perturbations,	
adversarial	 strategies	 should	 focus	on	modifying	 the	minimal	 set	of	 terms	 that	
directly	influence	aspect-level	classification.	
This	 observation	motivates	 the	need	 for	 task-aware	 adversarial	 attacks	 that	

align	 perturbations	with	 the	 underlying	 task	 structure	 of	 the	 input,	 enabling	 a	
more	precise	evaluation	of	model	robustness.	In	this	context,	adversarial	example	
generation	 can	 be	 interpreted	 not	 only	 as	 an	 attack	 strategy	 but	 also	 as	 a	
methodological	tool	to	analyze	the	reliability	of	sentiment	analysis	systems	under	
controlled	 perturbations.	 Such	 a	 perspective	 is	 particularly	 relevant	 in	
educational	 settings,	 where	 evaluating	 the	 robustness	 of	 sentiment	 analysis	
systems	is	essential	to	ensure	that	automated	interpretations	of	student	feedback	
remain	consistent	and	trustworthy	under	realistic	input	variations.	

3				Aspect-Based	Adversarial	Examples	Modeling	

In	 contrast	 to	 prior	 work,	 we	 model	 the	 task	 characteristics	 to	 guide	 the	
modifications	 applied	 to	 the	 input,	 focusing	 on	 the	 terms	 that	 determine	 how	
aspect-level	sentiment	is	interpreted.	
In	this	work,	we	focus	on	aspect-based	sentiment	analysis,	where	sentiment	is	

determined	 at	 the	 level	 of	 individual	 aspects	 rather	 than	 at	 the	 document	 or	
sentence	level.	For	example,	as	illustrated	in	Figure	2,	each	aspect	mentioned	in	
an	 opinion	 is	 associated	 with	 specific	 terms	 that	 determine	 the	 expressed	
sentiment.	 Therefore,	 conventional	 adversarial	 formulations	 do	 not	 explicitly	
capture	 the	 relationship	 between	 aspects	 and	 their	 associated	 opinion	 terms.	
Based	 on	 this	 observation,	 we	 propose	 a	 model	 for	 aspect-level	 adversarial	
examples	that	incorporates	aspect–term	relationships	into	the	adversarial	setting.	

3.1	Formalization	

We	defined	the	aspect-based	adversarial	examples	model	as	follows:	
• Given	an	opinion	𝑥	composed	of	a	set	of	terms	𝑇,	where	each	𝑡 ∈ 𝑇	may	

correspond	to	a	unigram	or	n-gram,	and	a	set	of	aspects	𝐴	present	in	𝑥,	
each	aspect	𝑎" ∈ 𝐴	is	associated	with	a	subset	of	terms	that	determine	its	
sentiment	polarity.	Let	𝑡#! ⊆ 𝑇	denote	the	term(s)	related	to	aspect	𝑎" ,	and	
let	𝑦#! 	be	the	sentiment	expressed	for	that	aspect.	The	model	prediction	
can	be	expressed	as:	

	 	
• To	identify	the	terms	associated	with	each	aspect,	we	define	a	semantic	

proximity	function:	

𝑀(𝑥, 𝑎" , 𝑡#") 	= 	𝑦#" 	 (2)	

SP(𝑎" , t") = [0,1]	 (3)	
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where	values	close	to	1	indicate	a	strong	semantic	relation	between	term	
𝑡" 	and	aspect	𝑎" ,	while	values	close	to	0	indicate	weak	or	no	relation.	
	

• The	goal	of	aspect-based	adversarial	example	generation	is	to	construct	a	
modified	 input	𝑥!	by	altering	 the	 terms	associated	with	a	given	aspect,	
such	that	the	predicted	sentiment	is	changed:	

	
The	central	hypothesis	of	this	work	is	that	adversarial	effectiveness	in	aspect-

based	sentiment	analysis	depends	on	modifying	only	the	minimal	set	of	terms	that	
determine	 aspect-level	 sentiment.	 By	 explicitly	 modeling	 the	 relationship	
between	 aspects	 and	 their	 associated	 terms,	 adversarial	 modifications	 can	 be	
applied	more	precisely,	reducing	the	number	of	perturbations	while	preserving	
semantic	coherence	and	input	readability.	

3.2	Model	Constraints	

Generated	adversarial	examples	𝑥!must	satisfy	the	following	conditions:	

• Semantic	consistency	at	the	term	level:	each	modification	applied	to	𝑡#! 	
must	preserve	semantic	proximity	with	the	original	term,	i.e.,	

𝑆𝑃(𝑡" , 𝑡"!) ≈ 1	
	

• Global	 semantic	 preservation:	 the	 modified	 input	 𝑥!	 must	 remain	
semantically	similar	to	the	original	input	𝑥.	

This	 task-aware	perspective	enables	 the	generation	of	adversarial	examples	
that	 are	 both	 effective	 and	 semantically	 aligned,	 while	 also	 facilitating	
transferability	across	aspect-based	sentiment	analysis	models.	

3.1			Aspect-Based	Adversarial	Attack		

To	evaluate	 the	 effectiveness	of	 the	proposed	model,	we	design	 an	 adversarial	
attack	 that	 implements	 the	 aspect-based	 model	 introduced	 in	 the	 previous	
section.	The	attack	is	implemented	under	a	white-box	scenario,	with	full	access	to	
the	target	model,	to	analyze	its	behavior	under	controlled	perturbations.	
The	proposed	attack,	denominated	as	Aspect-Based	Adversarial	Attack	(ABAA),	

generates	 adversarial	 examples	 by	 selectively	 modifying	 the	 terms	 associated	
with	each	evaluated	aspect,	rather	than	applying	global	perturbations	to	the	input.	
This	 design	 ensures	 that	 modifications	 are	 aligned	 with	 the	 structure	 that	
determines	 aspect-level	 sentiment.	 Figure	3	 illustrates	 the	 overall	workflow	of	
ABAA.		
	

M(x′, 𝑎" , 𝑡′#") 	≠ 	𝑦#" 	 (4)	
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Fig.	3. ABAA:	Aspect-Based	Adversarial	Attack	overview.	

	
Unlike	 existing	 approaches,	 which	 distribute	modifications	 across	 the	 input	

without	 considering	 task-specific	 dependencies,	 ABAA	 focuses	 on	 aspect–term	
relationships	to	guide	the	modification	process.	This	targeted	strategy	enables	the	
generation	of	adversarial	examples	with	fewer	modifications,	maintaining	input	
readability	and	semantic	consistency.	
The	 following	 subsections	 describe	 the	 operation	 of	 the	 proposed	 attack,	

including	the	victim	model,	the	adversarial	example	generation	process,	and	the	
modification	strategies	applied.	

3.2	Victim	Model	Knowledge	

As	a	victim	model,	we	selected	the	existing	approach:	Sentiment	Analysis	using	
Specialized	 Aspect-Oriented	 Lexicons	 [56],	 which	 proposes	 a	 term	 weighting	
scheme	for	aspect-based	sentiment	analysis.		
The	 victim	 model	 takes	 as	 input	 a	 set	 of	 sentiment-oriented	 lexicons	 (one	

lexicon	 per	 sentiment,	 i.e.,	 positive,	 neutral,	 and	 negative)	 to	 represent	 the	
common	language	used	to	express	sentiment.	Each	sentiment	lexicon	is	modeled	
as	a	single	vector	computed	as	 the	average	of	 the	 term	vectors	contained	 in	 it.	
Then,	 each	 term	 in	 an	 opinion	 is	 weighted	 by	 its	 semantic	 closeness	 to	 these	
vectors.	In	this	way,	terms	associated	with	a	specific	sentiment	are	emphasized,	
enabling	the	final	sentiment	classification.		
To	 evaluate	 the	 weighting	 scheme,	 the	 victim	 model	 implements	 a	 CNN	

architecture	 using	 the	 SemEval	 20163	 aspect	 Restaurant	 dataset.	 The	 dataset	
consists	of	two	subsets:	(1)	a	training	set	with	2,507	reviews	and	(2)	a	test	set	with	

 
3 https://semeval.github.io/ 
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889	reviews.	In	both	sets,	the	customer	opinions	include	annotations	identifying	
the	aspects	mentioned	and	their	expressed	sentiment	polarity.	

3.3	Aspect-Based	Adversarial	Examples	Generation	

Using	the	sentiment-oriented	lexicons	from	the	victim	model	and	the	training	set,	
adversarial	 examples	are	generated	by	modifying	opinions	 in	 the	 training	data	
prior	to	model	training,	without	affecting	the	test	set	(refer	to	Fig.	3).	This	design	
allows	 the	 evaluation	 of	 the	 impact	 of	 controlled	 perturbations	 on	 the	 victim	
model	while	preserving	an	unbiased	evaluation	setting.	To	create	aspect-based	
adversarial	examples,	modifications	are	performed	as	follows:	

	
Given	an	opinion	𝑥	and	one	evaluated	aspect	𝑎":	
1. Define	the	set	of	terms	associated	with	the	aspect,	denoted	as	𝑎_𝑡𝑒𝑟𝑚𝑠,	

which	includes	the	terms	composing	𝑎" ,	and	the	set	of	remaining	terms	in	
the	 opinion,	 denoted	 as	𝑥_𝑡𝑒𝑟𝑚𝑠,	which	 includes	 all	 terms	 in	𝑥	 except	
those	in	𝑎_𝑡𝑒𝑟𝑚𝑠.	For	example,	consider	the	opinion:	"food	is	tasteless	but	
the	 support	 staff	 was	 friendly".	 If	 the	 evaluated	 aspect	 is	 support	 staff,	
then:	 𝑎_𝑡𝑒𝑟𝑚𝑠 = (𝑠𝑢𝑝𝑝𝑜𝑟𝑡, 𝑠𝑡𝑎𝑓𝑓)	 and	 𝑥_𝑡𝑒𝑟𝑚𝑠 =
(𝑓𝑜𝑜𝑑, 𝑖𝑠, 𝑡𝑎𝑠𝑡𝑒𝑙𝑒𝑠𝑠, 𝑏𝑢𝑡, 𝑡ℎ𝑒, 𝑤𝑎𝑠, 𝑓𝑟𝑖𝑒𝑛𝑑𝑙𝑦).	
	

2. Each	term	in	𝑎_𝑡𝑒𝑟𝑚𝑠	and	𝑥_𝑡𝑒𝑟𝑚𝑠	is	represented	with	its	correspondent	
embedding4.		
	

3. Define	 a	 vector	 representation	 for	 the	 evaluated	 aspect,	 denoted	 as	
𝑒𝑚𝑏PPPPPPPP⃗ (𝑎"),	 computed	 as	 the	 average	 of	 the	 embeddings	 of	 the	 terms	 in	
𝑎_𝑡𝑒𝑟𝑚𝑠:	

	
4. To	 identify	 candidate	 terms	 for	 modification,	 compute	 the	 semantic	

proximity	between	each	term	𝑡" ∈ 𝑥_𝑡𝑒𝑟𝑚𝑠and	the	aspect	representation	
𝑒𝑚𝑏PPPPPPPP⃗ (𝑎").	The	semantic	proximity	is	defined	using	cosine	similarity:	
	

𝑆𝑃(𝑎" , 𝑡") ≥ 	𝛽	
	
Only	 terms	 whose	 semantic	 proximity	 exceeds	 the	 threshold	 𝛽	 are	
selected	 for	modification,	 ensuring	 that	perturbations	 are	 aligned	with	
the	aspect	under	evaluation.	

 
4 For	representing	terms	and	measuring	semantic	closeness	and	representation,	we	use	the	
pre-trained	GloVe	distributed	embeddings	on	Twitter	200d. 

𝑒𝑚𝑏PPPPPPPP⃗ (𝑎") = 	
1
|𝑎"|

	 U 𝑒𝑚𝑏(𝑡)
∀	&∈#!

	 (5)	

𝑆𝑃(𝑎" , 𝑡") = 	 cos( 𝑒𝑚𝑏PPPPPPPP⃗ (𝑎"), 𝑒𝑚𝑏(𝑡"))	 (6)	
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5. Selected	terms	are	modified	using	the	following	strategies:	

	
• Replace.	The	selected	term	is	replaced	with	a	synonym.	A	list	of	

candidate	synonyms	is	obtained,	and	their	semantic	closeness	to	
the	 original	 term	 is	 evaluated	 using	 cosine	 similarity.	 The	
replacement	can	be	selected	either:	1)	as	the	most	semantically	
similar	 candidate	or	2)	 through	 random	selection	among	valid	
candidates.		

• Delete.	The	selected	term	is	removed	from	the	opinion.		
• Modifications	 are	 first	 applied	 individually	 to	 analyze	 their	

isolated	 effect.	 Subsequently,	 a	 hybrid	 strategy	 is	 evaluated,	
where	 the	 modification	 type	 is	 randomly	 selected	 for	 each	
candidate	term.	

4					Experimental	Setup	

To	 evaluate	 the	 effectiveness	 of	 the	 proposed	 model,	 we	 define	 a	 controlled	
experimental	 setup	 comprising	 the	 dataset,	 model	 configuration,	 attack	
parameters,	and	evaluation	metrics.	

4.1	Dataset	

Since	student	opinion	data	 is	often	sensitive	and	subject	to	privacy	constraints,	
publicly	available	educational	datasets	with	aspect-level	annotations	are	limited.	
For	this	reason,	we	employ	the	SemEval	20165	Restaurant	dataset	to	evaluate	the	
proposed	model	under	controlled	conditions.	This	dataset	provides	fine-grained	
annotations	 identifying	 both	 the	 aspects	 mentioned	 in	 each	 review	 and	 their	
corresponding	 sentiment	polarity.	The	dataset	 is	divided	 into	 training	and	 test	
sets,	as	described	in	Section	3.2.	
Importantly,	the	proposed	model	is	not	domain-dependent	and	can	be	applied	

to	any	dataset	that	provides	aspect	annotations	and	associated	sentiment	labels,	
including	educational	datasets	when	such	data	becomes	available.	

4.2	Model	Configuration	

The	 victim	 model,	 described	 in	 Section	 3.2,	 is	 implemented	 using	 a	 CNN	
architecture	 combined	with	 sentiment-oriented	 lexicons	 to	weight	 input	 terms	
according	to	their	semantic	relevance.	Each	input	opinion	is	represented	through	
its	 terms,	which	 are	weighted	 based	 on	 their	 semantic	 proximity	 to	 sentiment	
lexicon	vectors,	enabling	the	model	to	emphasize	sentiment-relevant	terms.	The	

 
5 https://semeval.github.io/ 
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model	is	trained	on	the	original	training	data	and	evaluated	on	both	clean	inputs	
and	adversarial	examples.	

4.3	Attack	configuration.		

The	proposed	model	is	used	to	generate	adversarial	examples	on	the	training	data	
by	applying	the	modification	process	described	in	Section	3.3.	In	this	process,	the	
semantic	similarity	between	each	term	and	the	evaluated	aspect	is	computed,	and	
candidate	terms	are	filtered	using	a	threshold	𝛽 ∈ {0.2,0.3,0.4,0.5,0.6},	selecting	
those	whose	similarity	exceeds	it.	
The	𝛽	values	are	empirically	defined	to	explore	different	 levels	of	alignment	

between	 candidate	 terms	 and	 the	 aspect	 representation.	 Terms	with	 semantic	
proximity	 values	 closer	 to	 1	 exhibit	 a	 stronger	 directional	 similarity	 with	 the	
aspect	vector	and	are	therefore	more	closely	associated	with	the	evaluated	aspect,	
thus	contributing	more	significantly	to	the	expressed	sentiment.	By	varying	𝛽,	the	
model	controls	the	strictness	of	the	term	selection:	lower	values	allow	a	broader	
set	of	candidate	terms,	while	higher	values	restrict	modifications	to	terms	with	
stronger	 semantic	 association.	 This	 enables	 the	 analysis	 of	 how	 the	 degree	 of	
semantic	alignment	affects	the	effectiveness	of	adversarial	perturbations.	

4.4	Evaluation	metrics.		

The	effectiveness	of	 the	proposed	model	 is	assessed	using	standard	evaluation	
metrics	for	adversarial	attacks.	Model	performance	is	measured	via	Before-Attack	
Accuracy	 (BA)	 and	 After-Attack	 Accuracy	 (AA)	 to	 quantify	 the	 impact	 of	
adversarial	 examples	 on	 classification	 accuracy.	 In	 addition,	 the	 attack	 success	
rate	(SR)	is	computed	as	the	proportion	of	inputs	for	which	the	model’s	prediction	
is	 altered.	 To	 ensure	 that	 perturbations	 preserve	 input	 quality,	 the	 semantic	
similarity	 (SS)	 between	 the	 original	 and	 modified	 inputs	 is	 also	 measured,	
indicating	the	degree	to	which	modifications	remain	imperceptible.	

4.5	Reference	Adversarial	Attack	

To	establish	a	comparative	reference	attack,	we	define	a	set	of	non-aspect-aware	
adversarial	modifications	 that	simulate	document-level	perturbation	strategies.	
These	 attacks	 are	 designed	 using	 the	 same	 sentiment-oriented	 lexicons	 and	
training	dataset	employed	by	the	victim	model.	
In	contrast	to	our	proposed	model,	this	reference	attack	applies	modifications	

without	considering	the	relationship	between	aspects	and	their	associated	terms.	
Specifically,	 opinion	 terms	 are	 modified	 if	 they	 are	 present	 in	 the	 sentiment-
oriented	 lexicons,	 regardless	 of	 their	 relevance	 to	 the	 evaluated	 aspect.	 This	
design	 reflects	 conventional	 strategies	 that	 rely	 on	 global	 perturbations	 rather	
than	 task-specific	 dependencies.	 The	 purpose	 of	 this	 attack	 is	 to	 provide	 a	
reference	point	for	evaluating	the	proposed	model's	effectiveness.	By	comparing	
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both	 approaches,	 it	 is	 possible	 to	 observe	 how	 incorporating	 aspect–term	
relationships	 improves	 adversarial	 examples’	 impact	 while	 preserving	 the	
meaning	of	the	input.	
In	this	reference	attack,	modifications	are	performed	as	follows:	
• Replace.	Terms	included	in	the	sentiment-oriented	lexicons	are	replaced	

using	semantically	 similar	alternatives.	A	 list	of	 candidate	 synonyms	 is	
obtained	for	each	term,	and	their	semantic	closeness	is	measured	using	
cosine	 similarity.	 The	 replacement	 is	 selected	 either	 as	 the	 most	
semantically	similar	candidate	or	through	random	selection.		

• Delete.	Terms	included	in	the	sentiment-oriented	lexicons	are	removed	
from	the	opinion.		

• Each	 modification	 strategy	 is	 evaluated	 independently	 to	 analyze	 its	
individual	 effect.	 Subsequently,	 a	 hybrid	 scenario	 is	 considered,	where	
the	modification	type	is	randomly	selected	for	each	candidate	term.	

5				Experimental	Results	

This	 section	 presents	 the	 experimental	 evaluation	 of	 the	 proposed	model	 and	
attack.	 The	 objective	 is	 to	 assess	 the	 effectiveness	 of	 aspect-based	 adversarial	
perturbations	 in	 comparison	 to	 non-aspect-aware	 strategies.	 The	 evaluation	
focuses	 on	 three	 main	 aspects:	 1)	 the	 impact	 of	 adversarial	 perturbations	 on	
model	accuracy,	2)	the	success	rate	of	the	generated	adversarial	examples,	and	3)	
the	preservation	of	semantic	similarity	between	original	and	modified	inputs.	All	
experiments	are	conducted	under	the	setup	described	in	Section	4.	
First,	 Table	 3	 presents	 the	 performance	 of	 the	 target	 model	 without	 input	

modifications	 and	 the	 results	 obtained	 under	 the	 reference	 adversarial	 attack	
(non-aspect-aware)	 described	 in	 Section	 4.5.	 The	 results	 were	 calculated	 by	
executing	 the	 target	model	 10	 times;	mean	 and	 standard	deviation	 (±	 std)	 are	
reported.	 Semantic	 similarity	 is	 computed	 using	 cosine	 similarity	 between	 the	
original	input	𝑥	and	the	modified	input	𝑥!.	
	
Table	3.		Reference	adversarial	attack	results	by	the	modification	technique.	BA	denotes	
Before-Attack	 Accuracy,	 AA	 denotes	 After-Attack	 Accuracy,	 and	 SS	 denotes	 Semantic	
Similarity.	Bold	values	indicate	the	best	results	obtained.	
	

Technique	 BA	 AA	 SS	
Target	model	 82.60	±	0.46	 -	 -	
Replace		 -	 74.48	±	0.67	 0.84	
Random	replace	 -	 79.28	±	0.37	 0.81	
Delete*	 -	 74.50	±	0.60	 0.65	
Hybrid	 -	 78.86	±	0.47	 0.73	

	
According	to	the	results,	the	delete	technique	is	selected	as	the	reference	attack,	

as	it	produces	the	largest	degradation	in	model	accuracy,	reducing	it	from	82.60%	
to	 74.50%.	 Among	 the	 evaluated	 modification	 strategies,	 this	 technique	
consistently	leads	to	the	lowest	accuracy	values,	making	it	suitable	as	a	reference	
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for	 comparison.	 In	 terms	 of	 attack	 success	 rate,	 the	 target	model	 resisted	 607	
modified	instances,	resulting	in	a	success	rate	of	9.80%	(66/673)	and	an	accuracy	
after	attack	of	74.47%	(607/815).	These	results	reflect	the	proportion	of	inputs	
that	remain	correctly	classified	after	the	application	of	adversarial	modifications,	
indicating	 a	 limited	 ability	 of	 global	 perturbations	 to	 alter	 model	 predictions.	
Although	 delete	 introduces	 stronger	 perturbations,	 it	 significantly	 degrades	
semantic	 quality,	 leading	 to	 a	 semantic	 similarity	 of	 0.65%.	 This	 reduction	 in	
similarity	indicates	that	the	modified	inputs	differ	substantially	from	the	original	
text,	 suggesting	 a	 trade-off	 between	 perturbation	 strength	 and	 semantic	
preservation.	 Overall,	 these	 results	 indicate	 that	 global	 modifications	 are	
insufficient	to	effectively	mislead	the	model.	
Table	 4	 presents	 the	 results	 of	 the	 proposed	 ABAA	 attack	 under	 different	

modification	 strategies	 and	 values	 of	 𝛽.	 Each	 row	 corresponds	 to	 a	 specific	
threshold	 value,	 while	 columns	 report	 the	 accuracy	 after	 attack	 and	 semantic	
similarity	for	each	modification	strategy.	The	best	results	for	each	technique	are	
marked	in	bold;	results	marked	with	*	indicate	the	best	values	per	technique,	and	
**	 indicates	 the	overall	best	performance	achieved	by	ABAA.	This	organization	
allows	 a	 direct	 comparison	 of	 the	 impact	 of	 different	 configurations	 on	model	
performance	and	input	similarity.	
	
Table	4.	 	Aspect-based	adversarial	attack	results	under	different	modification	strategies	
and	 threshold	 values	 β.	 AA	 denotes	 After-Attack	 Accuracy,	 and	 SS	 denotes	 Semantic	
Similarity.	Bold	values	 indicate	 the	best	results	 for	each	modification	 technique.	Results	
marked	with	*	indicate	the	best	result	within	each	technique,	while	**	indicates	the	overall	
best	result	achieved	across	all	configurations.	
	

𝛃  ABAA	Random	
replace	

ABAA	replace	 ABAA	delete	 ABAA	Hybrid	
 

AA SS AA SS AA SS AA SS 
0.2 63.50 ± 0.74 0.86 61.88 ± 0.99* 0.93 63.28 ± 0.96 0.87 63.75 ± 0.85 0.90 
0.3 63.50 ± 0.56 0.88 62.08 ± 0.90* 0.94 63.53 ± 0.69 0.89 63.58 ± 0.51 0.99 

0.4 63.33 ± 0.68 0.91 62.23 ± 0.93* 0.95 63.32 ± 0.74 0.91 64.03 ± 0.59 0.91 

0.5 62.66 ± 0.66 0.95 62.46 ± 0.47 0.97 62.31 ± 0.70* 0.96 63.28 ± 0.65 0.92 

0.6 61.94 ± 0.69 0.99 61.70 ± 0.37** 0.99 61.96 ± 0.59 0.99 63.56 ± 0.65 0.93 

Target model 82.60 ± 0.47 
      

Reference attack 74.50 ± 0.60 
     

	
The	 results	 show	 that	 ABAA	 reduces	 model	 accuracy	 by	 up	 to	 20.90%	

compared	 to	 the	 reference	 attack.	 This	 reduction	 is	 observed	 across	 different	
configurations,	depending	on	the	selected	modification	strategy	and	the	value	of	
β.	 In	 terms	 of	 attack	 success	 rate,	 the	model	 resisted	 503	modified	 instances,	
corresponding	to	a	success	rate	of	25.26%	and	an	accuracy	after	attack	of	61.70%.	
These	values	indicate	the	proportion	of	modified	inputs	that	lead	to	a	change	in	
the	 model	 prediction	 under	 the	 evaluated	 conditions,	 reflecting	 a	 higher	
effectiveness	compared	to	the	reference	attack.	
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Figure	4a	illustrates	the	effect	of	each	modification	strategy	on	model	accuracy.	
The	 replace	 strategy	 produces	 the	 strongest	 degradation	 in	 performance,	
particularly	when	combined	with	higher	values	of	𝛽,	which	restrict	modifications	
to	terms	more	strongly	associated	with	the	evaluated	aspect.	Figure	4b	illustrates	
the	effect	of	ABAA	on	semantic	preservation.	In	contrast	to	the	reference	attack,	
aspect-aware	modifications	maintain	higher	semantic	similarity,	demonstrating	
that	 targeted	 perturbations	 can	 effectively	 alter	 model	 predictions	 while	
preserving	input	readability,	indicating	a	more	controlled	modification	process.	
 

 

a) Accuracy	by	technique	according	to	β. 

 

b) Semantic	similarity	by	technique	according	to	β. 

Fig.	4. Comparison	of	obtained	results	from	ABAA	attack	according	to	β. 

5.1			Discussion	

Figure	5	compares	ABAA	results	against	the	reference	attack.	The	lowest	accuracy	
is	obtained	with	 the	replace	 technique	when	 filtering	 the	 terms	 to	be	modified	
with	a	𝛽 = 0.6	(refer	to	Fig.	4).	Under	this	configuration,	ABAA	reduces	accuracy	
by	 12.81%	 compared	 to	 the	 reference	 attack.	 Figure	 6	 shows	 the	 effect	 of	 the	
ABAA	model	 in	maintaining	a	 reduced	number	of	modifications,	with	 semantic	
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similarity	 values	 of	 up	 to	 0.99	 between	 the	 original	 input	 and	 the	 generated	
adversarial	example.	
	

	
Fig.	 5. Comparison	 ABAA	 results	 against	 target	 model	 accuracy	 and	 reference	 attack	
results. 

 

	
Fig.	6. Comparison	achieved	semantic	similarity	by	ABAA	against	attack	reference. 

Table	 5	 illustrates	 the	 effect	 of	 term	 selection	 during	 adversarial	 example	
generation	 by	 comparing	 the	 reference	 attack	 and	 the	 proposed	 ABAA	model	
using	 the	 delete	 technique.	 For	 each	 original	 opinion,	 the	 reference	 attack	
removes	terms	based	on	their	presence	in	sentiment-oriented	lexicons,	without	
considering	their	relevance	to	the	evaluated	aspect.	As	a	result,	 it	often	deletes	
words	 that	 significantly	 affect	 the	 structure	 and	 readability	 of	 the	 sentence,	
producing	 incomplete	 or	 less	 coherent	 inputs	 (e.g.,	 “atmosphere”,	 “great”,	 “nice	
table”).	In	contrast,	ABAA	applies	a	filtering	process	based	on	semantic	proximity	
to	the	evaluated	aspect	(β	=	0.6),	modifying	only	terms	that	are	strongly	associated	
with	 that	 aspect.	 This	 results	 in	 fewer	 modifications,	 preserving	 most	 of	 the	
original	 sentence	 structure	 and	 maintaining	 readability	 (e.g.,	 “everyone	 raved	
atmosphere	elegant	rooms	absolutely”).	
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These	 examples	 show	 that	 aspect-based	 filtering	 allows	 more	 controlled	
perturbations,	 where	 modifications	 are	 limited	 to	 relevant	 terms,	 reducing	
unnecessary	changes	while	still	affecting	the	model’s	behavior.	

	
Table	5.		Adversarial	example	generated	via	reference	attack	and	ABAA	attack.	
	

Opinion	
Adversarial	examples	

from	reference	attack	by	
delete	technique	

Adversarial	example	from	
ABAA	attack	by	delete	technique	

with		𝜷	=	0.6	
everyone	raved	atmosphere	
elegant	rooms	absolutely	

atmosphere	 everyone	raved	atmosphere	elegant	
rooms	absolutely	

great	vibe	lots	people	 great	 great	vibe	lots	people	
very	cozy	and	warm	inside	 and	warm	inside	 very	cozy	and	warm	inside	
nice	try	snag	outside	table	 nice	table	 nice	try	snag	outside	table	
like ambience dark original like ambiance like ambience dark original 

	
To	 further	evaluate	 the	generality	and	transferability	of	 the	ABAA	model,	an	

additional	experiment	is	conducted	using	a	different	domain	dataset.	In	this	case,	
the	English	Laptop	dataset	from	SemEval	20166	is	used,	which	includes	training	
and	 test	 sets	 with	 annotated	 aspects	 and	 sentiment	 polarity.	 The	 results	 are	
presented	in	Table	6	and	are	obtained	by	executing	the	target	model	ten	times,	
reporting	the	mean	and	standard	deviation	(±	std).	

Table	6.	 	Aspect-based	adversarial	attack	results	on	 the	Laptop	dataset.	BA,	AA,	and	SS	
denote	 Before-Attack	 Accuracy,	 After-Attack	 Accuracy,	 and	 Semantic	 Similarity,	
respectively.	
 
Technique	 BA	

 
AA	 SS	

Target	model	 77.48	±	0.66	
 

-	 -	
ABAA	Replace		 -	 0.4	 60.248	±	3.11	 0.786	
ABAA	Random	replace	 -	 0.5	 60.011	±	3.16	 0.788	
ABAA	Delete	 -	 0.4	 60.110	±	3.25	 0.788	
ABAA Hybrid - 0.3 60.110 ± 3.88 0.776 

 
The	 results	 show	 a	 reduction	 in	 model	 accuracy	 under	 the	 evaluated	

configurations,	 indicating	 that	 the	 generated	 adversarial	 examples	 remain	
effective	across	datasets	without	requiring	additional	adjustments.	
After	 evaluating	 the	 proposed	model	 and	 compared	 it	 against	 the	 reference	

attack,	the	main	observations	are:	
• Document-level	 strategies	 introduce	 multiple	 modifications;	 however,	

their	impact	on	model	accuracy	remains	limited	(refer	to	Table	5).		
• Since	the	reference	attack	does	not	consider	aspect–term	relationships,	

modifications	are	applied	to	terms	that	are	not	directly	associated	with	
the	 evaluated	aspect.	As	 a	 result,	 some	perturbations	do	not	 affect	 the	
model	 prediction	 while	 still	 degrading	 input	 readability.	 In	 contrast,	
ABAA	applies	modifications	to	a	smaller	set	of	relevant	terms,	preserving	
semantic	similarity	(up	to	0.99)	while	altering	model	predictions.		

 
6 https://semeval.github.io/ 
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• Results	obtained	on	the	Laptop	dataset	show	similar	behavior	in	terms	of	
accuracy	 degradation	 (refer	 to	 Table	 6),	 indicating	 that	 ABAA	 model	
produces	similar	effects	across	domains.	

	
From	the	obtained	results,	it	is	observed	that	designing	adversarial	examples	

based	 on	 task-specific	 characteristics	 influences	 the	 effect	 of	 modifications	 on	
model	predictions.	The	applied	modifications	are	limited	in	number	and	preserve	
semantic	similarity	while	altering	the	output	of	the	model.	These	results	indicate	
that	models	remain	sensitive	to	controlled	perturbations	applied	to	relevant	input	
components.	Therefore,	further	analysis	of	vulnerabilities	and	the	development	of	
defense	 mechanisms	 are	 required	 to	 improve	 the	 reliability	 of	 deep	 learning	
models.	
Given	the	benefits	that	sentiment	analysis	models	provide	in	the	educational	

field,	it	is	important	that	such	systems	incorporate	defense	mechanisms	from	their	
design	to	mitigate	the	impact	of	potential	adversarial	attacks.	This	work	aims	to	
motivate	further	research	on	both	adversarial	attacks	and	defense	mechanisms	
for	educational	sentiment	analysis	models.	

5.2	Implications	for	Real-World	Deployment	

Sentiment	analysis	systems	are	increasingly	integrated	into	automated	pipelines	
for	processing	user	generated	content,	including	educational	feedback	platforms	
and	 online	 learning	 environments.	 In	 these	 settings,	 aspect-level	 systems	 are	
commonly	 used	 to	 support	 decision-making	 processes	 related	 to	 student	
experience.	
In	 addition,	 modern	 NLP	 pipelines	 frequently	 incorporate	 large	 language	

models	(LLMs)	either	as	standalone	components	or	as	part	of	architectures	 for	
text	analysis.	These	systems	often	rely	on	structured	inputs,	in	which	aspect-level	
information	plays	a	significant	role	in	guiding	model	outputs.		
The	results	obtained	in	this	work	indicate	that	controlled	perturbations	applied	

to	aspect-related	terms	can	alter	model	predictions	while	preserving	the	input’s	
semantic	structure.	This	suggests	that,	 in	practical	scenarios,	modifications	that	
remain	imperceptible	at	the	surface	level	may	still	influence	the	interpretation	of	
specific	aspects	within	user	feedback.	This	observation	is	particularly	relevant	for	
LLM-based	 systems,	 where	 input	 sensitivity	 to	 subtle	 textual	 variations	 can	
propagate	 through	 downstream	 tasks,	 potentially	 affecting	 generated	 outputs,	
summaries,	or	recommendations	derived	from	user	feedback.	
These	observations	highlight	the	importance	of	incorporating	robustness	and	

validation	 mechanisms	 in	 sentiment	 analysis	 systems	 deployed	 in	 real-world	
environments,	 particularly	 in	 contexts	 where	 decisions	 rely	 on	 fine-grained	
aspect-level	analysis.	
 

Interaction Design and Architecture(s) Journal - IxD&A, N.69, 2026, pp. 310 - 334 
DOI: 10.55612/s-5002-069-014

329



6				Conclusions	

The	 main	 contribution	 of	 this	 work	 is	 the	 formalization	 of	 aspect-based	
adversarial	 examples	 that	 considers	 the	aspect–term	relationship	 to	determine	
which	 terms	 to	modify.	 Unlike	 previous	 approaches,	 the	 proposed	model	 uses	
aspect-level	 information	 to	 guide	 input	 modifications	 that	 affect	 model	
predictions.	This	allows	adversarial	examples	to	preserve	readability,	semantics,	
and	 syntax,	 achieving	 up	 to	 0.99	 semantic	 similarity	 while	 reducing	 model	
accuracy	by	up	to	20.90%.	
During	the	experimental	evaluation,	the	aspect–term	relationship	is	modeled	

through	the	semantic	proximity	between	terms	and	the	evaluated	aspect,	enabling	
the	 selection	 of	 relevant	 terms	 for	modification.	 The	 results	 show	 that	 aspect-
based	adversarial	examples	alter	model	predictions	while	preserving	the	input’s	
semantic	 structure.	 In	 addition,	 selecting	 terms	 based	 on	 semantic	 similarity	
reduces	the	perceptibility	of	modifications.	Evaluation	across	different	datasets	
indicates	that	the	proposed	model	maintains	its	effect	across	domains.	
Future	work	will	evaluate	the	proposed	model	across	different	target	models,	

adversary-knowledge	 settings,	 and	 datasets,	 including	 transformer-based	
architectures	and	large	language	models	(LLMs).	This	is	particularly	relevant	in	
educational	 contexts,	 where	 sentiment	 analysis	 systems	 are	 used	 to	 support	
decision-making,	 and	 where	 ensuring	 robustness	 against	 adversarial	
perturbations	is	necessary	to	preserve	the	reliability	of	model	outputs.	
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